Setting folder permissions in Setup Factory in three simple steps

1. Deploy the scripts, using the installer provided (SetFolderPermissions.exe).
2. Openyour project file, and add the scripts.
3. Use the Folder.SetPermissions action to adjust the permissions as needed.

The objective of this package is to offer a single interface with easier access to XCACLS.vbs (Windows 2000, Windows
2003 Server and Windows XP) or ICACLS.exe (Windows Vista, Windows 2008 Server, Windows 7, etc.). This solution
is not officially supported by Indigo Rose. Use it on your own risk, and adapt it as necessary to fit your needs. Please
test your installations properly to assure that you are using the correct settings.

Step 1: Deploy the scripts, using the installer

This shouldn’t be a problem, as the installer should detect where Setup Factory was deployed on your computer.
Please confirm that the folder shown is correct. Proceed, or change the folder if you wish to save the scripts
elsewhere.

B SetFolderPermissions action for Setup Factory Setup

Installation Folder
Where would you like SetFolderPemissions action for Setup Factory to be installed? @

The saoftware will be installed in the folder listed below. This should be where Setup Factony was
installed on your computer. i the location was nat property detected, please comect the folder.

Install Set FolderPemissions action for Setup Factony to:

C:"Program Files“Indigo Rose“Setup Factory 8.0% | [ Change... l

Space required: 161 KB
Space available on selected drive: 1.68 GB

< Back ] | Nest | ’ Cancel

W

You will install three new files, without changing your existing preferences, settings and scripts. This will ensure that
you won’t encounter any problems when you update Setup Factory in the future.

The installer will not allow you to proceed if you did not select a valid installation folder for Setup Factory 7.0 or 8.0.
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Step 2: Open your project, and include the two scripts

Add the XCACLS.vbs script (Primer File)

You need to include this script as a primer file. Please check the image below, if you need to see help for this. You

will find the script in the Includes\Scripts subfolder of your Setup Factory installation.

v O @ ®-

Files to extract to % Tem| chFolder’ when the setup starts:
Filename Build Configurations Delete On Exdt L
£ Primer File Properties
Filename:
Delete when setup exits
[T Used by uninstall
Build configurations:
=[] &)l Build Configurations aTET | £ Seripts
(A Dsfauk ﬂ_SUF?O_GIubaI_Funchuns.Iua
- { ﬂ Detect_Acrobat.lua
= My Recent jDehect_Emel.\ua
- Documents | Detect_Flash.lua
W Add | [$8 Remove | — [~ Detect_IE.lua
@ " | Detect_msword.lua
Desktop ﬂ Detect_PowerPoint.lua
E ﬂ Detect_QuickTime.lua
= ﬂ Detect_RealPlayer.lua
\* ﬂ Detect_WindowsMediaPlayer.lua

ﬂ GetBDEPath.lua

| ]GetDaCPath.lua
ﬂ SetPermissions.lua
ﬂTe)dFiIeEx.\ua

My Documents

Wy Computer

-

File name: [xcacLS vbs

My Network | Files of type: [ A Fies )

Add the SetFolderPermissions.lua script (Script File)

Now add the Lua script to your project. You can find it in the Includes\Scripts subfolder of your installation.

Resources

- [O]x]

¥ o rE | ®-

‘ %) Dependencies || 2K Primer Files || @ Global Functlnr#| Script Files
Script files to include during build:
Filename Build Configurations
H5UFDIR#\Includes\Scrpts’_SUF70_Global_Functions lua All
P. Global Script File Properties
Filename:
Build configurations:
=[] 4l Build Corfigurations Loakin: Seripts
[ Default o | 3 Seipt \\
7] _sUF70_lobal_Functiomua
i |7 Detect_Acrobat.lua
My Recent jDebEct_Emel.lua
— Documents | Detect_Flash.lua
W Al | |98 Bemove || — |7 Detect_IE Jua
@ | Detect_MsWord.lua
Desktop ﬂ Detect_PowerPaint.lua
[ = ﬂ Detect_QuickTime.lua
ﬂ Detect_RealPlayer.lua

(2 ﬂ Detect_WindowsMediaPlayer
ﬂ GetBDEPath.lua

Documents
i ") setDaoPath.lua

SetPermissions. lua

extFileEx.lua Q
Uy Compuier [Blxcacis.vbs
" File name: |3etPemissions jua v [oeen |
My Network | Files of type: [ A Files ) | [ cancel |
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Step 3: Use the Folder.SetPermissions action to adjust the permissions
In the script editor, you will see that a new Folder action is now available.

Actions

|=] On Startup | (=] On Pre Install | & On Install Ech:rl =] On Post Install | |Z] On Shutdown

Event ¥ ariables:

|Nune

01 Folder.

L]
L]
L]
L]
L
L]
L]
L]
L]

Create
Delete
DeleteTree
DoesExist
Find
Getlurrent
Eename
SetCurrent

<

SEtPemissiunR“

O

EN

[uick Help: |Ti|:|: Prezz Chil+5pace to wiew a lizt of all available actions.

|# Add Action |

=) add Code »| [E]Edi| [ ¥| | 2 »| (6D Advanced

J

oK || cancel Help

The action wizard helps you to set the required parameters with ease. Select the user from the list or type it.

Action Properties: Folder.SetPermissions |_,

|£ Settings |

=S

Note: If you select one of the user names on the list,
the correctly localized versions will be used. In other
words, you do not need to translate “Everybody” to

=
Folder
Operation
Permission
Recurse

User

Click here to leam more about this action.

SessionVar, Expand (" %tAppFolder3t”)

the correspondent term, if the target computer’s
locale is not English, for example. If you use these
standard users, the script will pass the correct security
identifier (SIDs), which are the same for all languages
of Windows.

"Everybody™
“Creator”

Mobody™

Tetwork™

"Power Users”
“Authenticated Users™
"Guests”

"Local System”

"Local Service™
Metwork Service”

Username to set the permissions for.

0K || cancel || Hebp
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Now set the operation to be performed. Will you revoke all rights, or should a specific right be granted?

Action Properties: Folder.SetPermissions |_, E'E'
|£ Settings |
Click here to leam more about this action.
=
Folder SessionVar, Expand (" %tAppFolder3t”)
Iser “Authenticated Users™
=l
Permission "Grant”
Recurse
Operation
Operation to perform. You can grant a new permission, or
revoke all current permissions,
| ok || cancel || Hep

If you wish to grant a new right, select it from the list.

Action Properties: Folder.5etPermissions |_| E'E'
ﬁ Settings |
Click here to leam mere about this action.
=
Faolder SessionVar, Expand( %eAppFolderss”)
|ser "Authenticated Users”™
Operation "Grant”
=
Recurse Full”
Read”
"Modify” 'l.'.,g
Execute”
Permission
The permission to be granted, Can be "Full®, "Read”, “Write™,
"Modify” or "(Read and) Execute”,
| ok || cance || Hep
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And finally, inform if this setting should be applied only to the folder informed in the first parameter, or if these
settings should be applied recursively to all child folders as well.

Action Properties: Folder.SetPermissions |:|[E|rg|

ﬁ Settings |
Click here to leam more about this action.
=
Folder SessionVar, Expand (" %tAppFolder3t”)
|lser "Authenticated Lisers”™
Operation "Grant”
Permission “Write™
~|
frue
Recurse
Uz same setting for subfolders?
[ QK l [ Cancel ] [ Help

Once you click OK, the action corresponding to your settings will be inserted in your script. The actions that are
performed will be documented in the installation log file, so you can check what was done to assure that everything
is correct before you ship your installer.

Example
You wish to allow only “read” permissions to a certain folder. First, revoke all rights for somebody:

fol dername = Sessi onVar. Expand( " %Appl i cati onDat aFol der % \ MyPri vat eFol der") ;
Fol der. Set Per mi ssi ons(f ol dernane, "Everybody", "Revoke", "Full", true);

Then set only the “Read” permission for “Everybody”.
Fol der. Set Per mi ssi ons(f ol dernane, "Everybody", "Gant", "Read", true);

Done. You can now check the result with the command line tool “CACLS.EXE”.

Return and error codes

Errorcode Returncode Meaning

0 >0 The return code of the execution of XCACLS.vbs or ICACLS.exe
9999 -1 Operating system is not supported (something older than Windows 2000)
1000 -2 Cscript.exe or ICACLS.exe was not found in the system folder
2201 -3 The target folder does not exist
9999 -4 The operation did not match “Grant” or “Revoke”
9999 -5 The permission did not match any of the defined options

1.0.0.0 —July 2009 - First version
1.0.1.0 — August 2009, correction of a missing space in the “/T” parameter (Thanks, Mike!)

Setup Factory is a registered trademark of Indigo Rose Software Design Corporation.
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